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Targeting cyber security investment in the

right places

You can’t secure everything
We help you set the right priorities.
 Enterprise security architecture

* Protect what matters

* Strategy, organisation, governance

 Threat intelligence

It’s not if but when

We help you build an
intelligence-led defence,
enabling rapid cyber
response.

+ Continuity & resilience
+ Crisis management

+ Incident response

* Monitoring and detection

Fix the basics

We help you use technology to your Technology
advantage, deriving maximum retur
from your technology investments.

+ Identity and access management
+ Information technology hygiene

 Information technology, operations
technology and consumer technology

 Security intelligence and analytics

PwC

Seize the advantage

We help you exploit digital opportunity
with confidence.

« Compliance with privacy and
regulation

+ Digital trust is embedded in the
strategy

« Risk management and risk appetite

Their risk is your risk

Connections We help you understand and
manage risk in your
interconnected business
ecosystem.

+ Digital channels

 Partner and supplier
management

e Robust contracts

We help you build and maintain a secure
culture, where people are aware of their
critical security decisions.

* Insider threat management
+ People and ‘Moments that Matter’
* Security culture and awareness



Shellshock (CVE-2014-6271, ..., 7169)

Characteristics:

« Publicly announced on Sep 24, 2014

* GNU Bourne Again Shell (Bash) — Linux/UNIX
« Bash ver. 1.14 (1994) to 4.3 (2014)

« OS affected - CentOS, Debian, Mac OS X, Red Hat Enterprise &
Ubuntu

« Linux-based core routing and switching infrastructure potentially
affected?

« Ranks similar to Heartbleed
« Allow user to run any command user desires on a remote system
« Some patches already available

» http://pwc.blogs.com/cyber security updates/2014/09/how-can-
you-deal-with-shellshock.html
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